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Introduction
1.

The Australian Federation Against Copyright Theft (AFACT), The Australian Home Entertainment
Distributors Association (AHEDA), the Motion Picture Distributors Association of Australia (MPDAA)
and the National Association of Cinema Operators Australasia (NACO) provide this submission in
response to the Attorney-General¶V &RQVXOWDWLRQ 3DSHU WLWOHG ³5HYLVLQJ WKH 6FRSH RI WKH &RS\ULJKW
µ6DIH+DUERXU6FKHPH¶´GDWHG2FWREHU WKHConsultation Paper).

2.

AFACT was established in 2004 to protect the film and television industry, retailers and movie fans
from the adverse impact of copyright theft in Australia.

AFACT works closely with industry,

government and law enforcement authorities to achieve its aims. AFACT acts on behalf of the 50,000
Australians directly impacted by copyright theft including independent cinemas, video rental stores
and film and television producers across the country. AFACT members include: Village Roadshow
Limited; Motion Picture Association; Walt Disney Studios Motion Pictures Australia; Paramount
Pictures Australia; Sony Pictures Releasing International Corporation; Twentieth Century Fox
International; Universal International Films, Inc.; and Warner Bros. Pictures International, a division of
Warner Bros. Pictures Inc.

3.

The AHEDA represents the $1.3 billion Australian film and TV home entertainment industry covering
both packaged goods (DVD and Blu-ray Discs) and digital content. AHEDA speaks and acts on behalf
of its members on issues that affect the industry as a whole such as: intellectual property theft and
enforcement; classification; media access; technology challenges; copyright; and media convergence.
AHEDA currently has 12 members including all the major Hollywood film distribution companies
through to wholly-owned Australian companies such as Roadshow Entertainment, Madman
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Entertainment, Hopscotch Entertainment, Fremantle Media Australia and Anchor Bay Home
Entertainment.

4.

The MPDAA is a non profit organisation formed in 1926 by a number of film distribution companies in
order to promote the motion picture industry in Australia. The organisation represent the interests of
motion picture distributors before government, media and relevant organisations, providing policy and
strategy guidance on issues such as classification, accessible cinema, copyright piracy education and
enforcement and industry code of conduct.
The MPDAA also acts as a central medium of screen-related information for members and affiliates,
collecting and distributing film exhibition information relating to box office, admissions and admission
prices, theatres, release details and censorship classifications. The MPDAA currently represents Fox
Film Distributors, Paramount Pictures Australia, Sony Pictures Releasing, Universal Pictures
International, Walt Disney Studios Motion Pictures Australia and Warner Bros.

5.

NACO is a national organisation established to act in the interests of all cinema operators. It hosts the
Australian International Movie Convention on the Gold Coast, this year in its 66th year.
NACO members include the major cinema exhibitors Amalgamated Holdings Ltd, Hoyts Cinemas Pty
Ltd, Village Roadshow Ltd, Reading Cinemas Pty Ltd as well as the prominent independent exhibitors
Dendy Cinemas, Grand Cinemas, Nova Cinemas, Cineplex, Wallis Cinemas and other independent
cinema owners representing over 100 cinema screens.

Internet infringement in Australia today
6.

Our members include all the major international and independent film production and distribution
companies, as well as cinema exhibitors through to Australian companies. They are amongst the
industries that are most affected by internet based infringements of their content. See, for example,
the IPSOS and Oxford Economics study.1

7.

There is an increasing body of research into the extent of internet based infringement of copyright
content, including films and television programs. In January 2011 Envisional Ltd, a leading UK-based
internet research company,2 reported that 23.7% of global internet traffic was likely to be infringing,3
with BitTorrent accounting for half of this traffic (11.4%) and the other half accounted for by a
combination of Cyberlocker/content hub traffic (7%), Video Streaming (5%), and other P2P and file
sharing networks (7%).

1

http://www.afact.org.au/pressreleases/pdf/IPSOS%20Economic%20Consequences%20of%20Movie%20Piracy%20-%20Australia.pdf

2

Envisional Ltd, Technical report: An Estimate of Infringing Use of the Internet , January 2011 located at
http://documents.envisional.com/docs/Envisional-Internet_Usage-Jan2011.pdf
3

This estimate excluded all pornography as it was unable to clearly confirm its whether it was legitimate or not.    
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8.

Cyberlockers/content hubs and associated linking sites are amongst the most popular sites for
Australian internet users and are a growing source of infringing content on the internet.4

9.

In the last several years, there has been extensive research into the nature of BitTorrent traffic in
Australia. A 2010 research from the University of Ballarat5 found that: BitTorrent technology enables
access to and use of a wide range of content without regard to the ownership of this content; at least
89% of all files traded on BitTorrent were infringing;6 and 72.4% of all content available on BitTorrent
was motion pictures or television shows, none of which was legitimate motion picture or television
content of AFACT members. A subsequent report dated 13 September 20117 found the proportion of
infringing files was higher (97.25%) and that 60% of the torrents were movie based content. In
addition, the infringing use of BitTorrent by Australian internet users is the subject of legal
proceedings initiated by AFACT members which will be heard by the High Court.

10.

These infringements continue to occur notwithstanding the existence of a wide range of online
legitimate channels within Australia for obtaining movie and television content. 8 These include iTunes,
Telstra T-Box, ABC iView, FetchTV, BBC iPlayer and QuickFlix, to name a few.

11.

This background is relevant to the possible expansion of the safe harbours regime, in order that
intermediaries which operate solely, primarily, or specifically to facilitate widespread copyright
infringement9 do not receive the benefit of the extended protection. By way of example, if the
definition ZDVZLGHQHGWR³VHUYLFHSURYLGHU´it would remain open for service providers such as those
in In Re Aimster10, Napster11 and Isohunt12 (all of which were found liable for contributory infringement
of copyright) to claim that they qualified for protection under the safe harbours. We consider it
essential that the Attorney-*HQHUDO¶V 'HSDUWPHQW FRQVLGHU WKH LPSDFW WRZDUGV FRQWHQW RZQHUV of

4

By way of example, as of 17 October 2011 (according to their Alexa ranking) isohunt.com is the 76th most popular site in Australia (#111
most popular site in the UK and # 593 in the USA), Mediafire.com ranks as the 96th most popular site in Australia. (#127 in the UK and
#159 in the USA), filesonic.com is the 126th most popular site in Australia (#170 most popular site in the UK and # 277 in the USA).and
megaupload.com is the 135th most popular site in Australia (#218 in the UK and # 262 in the USA).
5
Layton, Robert and Watters, Paul, ³ Investigation into the Extent of ,QIULQJLQJ&RQWHQWRQ%LW7RUUHQW1HWZRUNV´ Internet Commerce
Security Laboratory, University of Ballarat 2010), posted at http://www.afact.org.au/research/bt_report_final.pdf.
6

6HHDIXOOFRS\RIWKHVWXG\³Investigation into the Extent of Infringing &RQWHQWRQ%LW7RUUHQW1HWZRUNV´DW
http://www.afact.org.au/research/bt_report_final.pdf.
7

6HHDIXOOFRS\RIWKHVWXG\³'HWHUPLQLQJ,QIULQJLQJ&RQWHQWRQ%LW7RUUHQW1HWZRUNV(QKDQFLQJ6DPSOLQJDQG'HWHFWLQJ)DNH)LOHV´DW
http://www.afact.org.au/assets/research/BitTorrent_Report_082011.pdf accessed on 17 October 2011.
8

http://www.afact.org.au/index.php/core/internet/where_can_i_get_movies_tv_shows_legally.

9

By way of example The Pirate Bay, Newzbin 2, Isohunt, Kazaa, kino.to, MiniNova, MovieX, NinjaVideo, EliteTorrents, TorrentSpy,
FinReactor, ShareReactor all of whom have been recently adjudged civilly or criminally for willful copyright infringement in various
jurisdictions throughout the world.
10

  In  Re  Aimster  252  F.Supp.  2d  634  (N.D  Ill.  2002).    

11

th

  A&M  Records,  Inc  v  Napster,Iinc.,  239  F.3d  1004  (9   Cir.  2001).    

12

  Columbia  Pictures  Industries  Inc  v.  Fung  (2:2006cv05578).  
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providing such entitles with the benefit of liability limitations originally intended for a narrower class of
intermediaries.

Current scheme under the Copyright Act
12.

Our members are dependent on the protections provided to them under the Copyright Act, particularly
those that were introduced as part of the Digital Agenda reforms in 2000 and the safe harbour
provisions introduced following the Australia-US Free Trade Agreement (AUSFTA) in 2005 as a
complement to the overall Digital Agenda scheme. An understanding of the overall legislative scheme
for protection of copyright in the digital environment is necessary in any consideration of the proper
scope of the safe harbours and the consequences of expanding the scheme beyond carriage service
providers.

13.

The current scheme began with the Digital Agenda reforms in 2000. The reforms were the result of
an extensive and exhaustive review of copyright law in Australia, which involved consultation with
industries and the public, Parliamentary committee investigation and by-partisan support for the
eventual package of reforms.13 The reforms radically changed the nature of the protection afforded to
copyright owners in the digital environment in Australia.14

14.

The Attorney-General (Darryl Williams) noted in his second reading speech that:
³7KHDPHQGPHQWVSURYLGHGE\WKLVELOODUHDWWKHFXWWLQJHGJHRIRQOLQHFRS\ULJKWUHIRUPDQG
clearly place Australia among the leaders in international GHYHORSPHQWVLQWKHDUHD«7KLVELOO
will update Australian copyright law for the 21st century and its passage will be a key milestone
LQWKHVXFFHVVIXOGHYHORSPHQWRIRXULQIRUPDWLRQHFRQRP\´

15.

7KHFHQWUHSLHFHRIWKH%LOOZDVDQHZ³WHFKQRORJLFDOO\-neutraOULJKWRIFRPPXQLFDWLRQWRWKHSXEOLF´
which would replace the technology-specific broadcasting right and the limited diffusion right. The
ULJKWRIFRPPXQLFDWLRQWRWKHSXEOLFZRXOGDOVRHQFRPSDVVWKH³PDNLQJDYDLODEOHRIFRS\ULJKWPDWHULDO
RQOLQH´15 The role of carriers and carriage service providers (including ISPs) was also central to the
scheme provided for by the Digital Agenda reforms.

16.

The Explanatory Memorandum (EM) considered several options to address the liability of carriage
service providers for direct infringement and authorisation of infringements by internet users. In

13

$VWRWKHSURFHVVLQYROYHGLQGHYHORSLQJWKHSROLF\VHH+DQVDUGS³7KHUHKDVEHHQGHWDLOHGDGYLFHE\FRPPLWWees of
experts. This process was started under the Labor government but, in fairness to this government, carried through ongoing public
consultation procedures. Ultimately after the bill itself has been tabled, there has been further consideration by a parliamentary committee.
:KHQ\RXKDYHWKHSURFHGXUHVULJKWV\RXDUHPRUHOLNHO\WRJHWWKHSROLF\ULJKW´
14

7KH(0REVHUYHGWKDW³7KHGHYHORSPHQWRIQHZFRPPXQLFDWLRQVWHFKQRORJLHVKDVH[SRVHGJDSVLQWKHSURWHFWLRQDIIRUGHGE\WKH
&RS\ULJKW$FW´DQG WKDW³RZQHUVRIFRS\ULJKWGRQRWKDYHIXOO\HIIHFWLYHULJKWVLQUHODWLRQWRWKHLQWHUQHWWKXVPDNLQJLWGLIILFXOWIRU
WKHPWRREWDLQDSSURSULDWHUHGUHVVRUUHPXQHUDWLRQIRUXVHRIWKHLUPDWHULDORQWKH,QWHUQHW´(0S
15

EM, p 3.
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relation to direct infringement, internet users, who were responsible for determining the content of a
communication to the public, would be directly exercising the communication right and liable for any
infringement of that right.16 &DUULHUV DQG FDUULDJH VHUYLFH SURYLGHUV LQFOXGLQJ ,63V  ZRXOG ³QRW EH
GLUHFWO\ OLDEOH´ IRU WUDQVPLVVLRQ RYHU WKH LQWHUQHW EHFDXVH WKH\ ZHUH QRW UHVSRQVLEOH IRU GHWHUPLQLQJ
the communication.17

17.

In relation to liability for authorisation, three different options were considered and the option selected
ZDVWKHRSWLRQIDYRXUHGE\,63V7KDWRSWLRQLQYROYHGWKHLQWURGXFWLRQRI³OHJLVODWLYHFHUWDLQW\DERXW
the steps they needed to take to avoid liability fRU DXWKRULVLQJ LQIULQJHPHQWV´18 This legislative
FHUWDLQW\WRRNWKHIRUPRIWKHWKUHHPDQGDWRU\IDFWRUVXQGHUV $ ZKLFK³HVVHQWLDOO\FRGLILHGWKH
principles in relation to the authorisation that currently exist at common law (see in particular
University of New South Wales v Moorhouse    &/5  ´19 Inherent in this policy was a
recognition that ISPs would need to take steps to avoid liability for authorisation, at their cost.20 There
is statutory recognition of the role that an industry code of practice could play (under s101(1A)(c)).

18.

Within the same option the government introduced a broad based unconditional defence to
infringement for the benefit of service providers, in the form of s112E. The introduction of s112E was
consistent with the treaties establishing new international standards for copyright protection following
the WIPO Diplomatic Conference.21 The EM observed22 that without such a provision:
³,63V PLJKW ILQG WKHPVHOYHV OLDEOH IRU DXWKRULVLQJ FRS\ULJKW LQIULQJHPHQWV E\ GRLQJ QR PRUH
than providing facilities for persons transmitting copyright material without permission of the
FRS\ULJKWRZQHUV´

19.

Section 112E provides a complete defence to liability for infringement and is not tied to any
countervailing obligations on the part of the provider to take steps to assist in enforcement of
copyright. It extends beyond the provision of physical facilities to other forms of facilities, including
software and services.23

16

EM, p 9.

17

Reversing the effect of the decision of the High Court in the APRA v Telstra case, which had held Telstra directly liable for music on
holder services which involved transmission of music down its phone lines.
18

EM, p10.

19

EM, p54.

20

(0S³8QGHU2Stions A, B and C, carriers and carriage service providers (including ISPs) would bear the cost of becoming aware of
any new laws relating to liability for authorisation of breaches of copyright. They would also bear the cost of taking any relevant measures to
avoid liability. However, the costs and uncertainty to carriers and carriage service providers (including ISPs) under Options A and B would
SUREDEO\EHKLJKHUWKDQXQGHU2SWLRQ&´
21
EM, p12. 57 countries had ratified the treaties including USA, EU countries, Japan and Canada.
22

EM, p12.

23

Universal Music Australia Pty Ltd v Sharman License Holdings Ltd [2005] FCA 1242 per Wilcox J at [394].
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The safe harbour provisions
20.

7KH ³VDIH KDUERXU SURYLVLRQV´ ZHUH LQWURGXFHG LQWR WKH Copyright Act with effect from 1 January
2005.24 The introduction of the Australian safe harbour scheme followed the successful conclusion of
the AUSFTA. Article 17.11.29 of the AUSFTA requires each party to include legal incentives in their
respective domestic legislation that would encourage service providers to cooperate with copyright
owners in deterring the unauthorised storage and transmission of copyright protected materials. In
exchange for this cooperation, service providers receive the benefit of limitations in relation to the
VFRSHRIUHPHGLHVDYDLODEOHDJDLQVWWKHPIRUFRS\ULJKWLQIULQJHPHQWVWKDWWKH\GRQRW³FRQWUROLQLWLDWH
RU GLUHFW´ WKDt take place through systems or networks controlled or operated by them or on their
behalf.25

21.

7KHWHUP³VHUYLFHSURYLGHU´ZDVQRWGHILQHGLQWKH$86)7$$VLVGLVFXVVHGLQPRUHGHWDLOEHORZWKH
WHUP³FDUULDJHVHUYLFHSURYLGHU´LVGHILQHGLQVRIWKHCopyright Act DVKDYLQJ³WKHVDPHPHDQLQJ
as in the Telecommunications Act ´,63VDQGQHWZRUNSURYLGHUVIDOOZLWKLQWKLVGHILQLWLRQ7KHUH
is no suggestion that the current definition of service provider under the safe harbour scheme puts
Australia at risk of breaching its obligations under the AUSFTA

22.

The voluntary safe harbour regime does not provide a defence to ISPs for infringement by authorising
the infringing activity of subscribers. It operates only to limit the relief, including compensation, that an
ISP would otherwise have to pay in the event that it is found liable for authorisation. In return for this
benefit, ISPs are required to provide demonstrable assistance to copyright owners through a range of
measures, including the implementation of repeat infringer policies for all categories of activity (under
s116AH) and the processing of take down notices for certain types of activity (Category C and D
activities). The safe harbour provisions have only been judicially considered on two occasions: in the
Cooper case and the iiNet case, both involving ISPs.26 In both instances the ISPs were found not
have met the requirements for the scheme.

23.

$VWKH&RQVXOWDWLRQ3DSHUREVHUYHVWKHGHILQLWLRQRI³FDUULDJHVHUYLFHSURYLGHU´ZDVFKRVHQEHFDXVH
LW ³ZDV Ddopted from the Telecommunications Act because it was considered to be a suitable and
WHFKQRORJLFDOO\ QHXWUDO WHUP´ +RZHYHU QR UHIHUHQFH ZDV PDGH LQ WKH ([SODQDWRU\ 0HPRUDQGXP WR
the US Free Trade Agreement Implementation Bill 200427 to entities other than ISPs obtaining the
benefit of the Australian scheme.28 This is in keeping with the stated purpose of the Australian
scheme, which is set out in s116AA of the Copyright Act QDPHO\ ³WR OLPLW WKH UHPHGLHV WKDW DUH

24

Part V Division 2AA of the Copyright Act 1968 (Cth).  

25

For the full text of Article 17.29: http://www.dfat.gov.au/trade/negotiations/us_fta/final-text/chapter_17.html

26

Universal Music Australia Pty Ltd v Cooper [2005] FCA 972; Roadshow F ilms Pty Limited v iiNet Limited [2011] FCAFC 23.

27

Circulated by the Hon Mark Vaile MP, Minister for Trade

28

1RWH&KDSWHURIWKH$86)7$5HSRUW1RE\WKH-RLQW6WDQGLQJ&RPPLWWHHRQ7UHDWLHVDOVRVXSSRUWVWKLVVXEPLVVLRQ¶VYLHZ with
WKHUHOHYDQWSDUWRIWKHUHSRUWGHDOLQJZLWKWKH$XVWUDOLDQ6FKHPHWLWOHG³,QWHUQHW6HUYLFH3URYLGHU ,63 /LDELOLW\´1RUeference is made to
service providers who are not also ISPs.  
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available against carriage service providers for infringement of copyright that relate to the carrying out
RIFHUWDLQRQOLQHDFWLYLWLHVE\FDUULDJHVHUYLFHSURYLGHUV´

24.

The term CSP is defined in s10 of the Copyright Act DV KDYLQJ ³WKH VDPH PHDQLQJ DV LQ WKH
Telecommunications Act ´  6HFWLRQ  of the Telecommunications Act defines CSPs as those
entities who satisfy a number of requirements including the provision of a service to the public for
communications between a point in Australia and one or more other points using a link provided by a
licensed carrier. Under s128 of the Telecommunications (Consumer Protection and Service
Standards) Act 1999, a CSP must enter into a Telecommunications Industry Ombudsman (TIO)
scheme and this information is published and searchable by members of the public.29

Justifications in the consultation paper for expanding the definition
25.

The Consultation Paper identifies two categories of service provider that sit outside ISPs that are
currently denied the benefit of the safe harbours. The first category of provider is described opaquely
DV ³D UDQJH RI RUJDQLVDWLRQV DQG EXVLQHVV >WKDW@ RSerate servers to provide internet access to their
FOLHQWVFXVWRPHUVVWXGHQWVDQGRWKHUXVHUVEXWQRWµWRWKHSXEOLF¶´,WLVQRWFOHDUZKRRUZKDWHQWLWLHV
would fall within this class. It appears to encompass providers of network access, educational
institutions and the providers of access to subscribers (although not as an ISP).

26.

To the extent that the justification for extending the safe harbours to these entities turns on whether
WKHVHUYLFHVDUHRIIHUHG³WRWKHSXEOLF´WKHMXVWLILFDWLRQLVZHDN7Kere is no doubt under Australian
FRS\ULJKWODZWKDWWKHSKUDVH³WRWKHSXEOLF´KDVEHHQLQWHUSUHWHGEURDGO\WRPHDQSHUVRQVRWKHUWKDQ
LQDSULYDWHFDSDFLW\,WLVVXIILFLHQWLIWKH\FRXOGEHPHPEHUVRIWKHFRS\ULJKWRZQHUV¶SXEOLFVHHWKH
decisions of the Full Court in Cooper and iiNet and of the single judge in Sharman.30 Were it
RWKHUZLVH DQG VXFK WUDQVPLVVLRQ QRW EH ³WR WKH SXEOLF´ WKHQ WKHUH ZRXOG EH QR ULVN RI OLDELOLW\ IRU
authorisation in any event and no liability for any safe harbour to attach to.

27.

In relation to the second category of providers, the Consultation Paper states:

³+RZHYHUWKHVHSURYLGHUVRILQWHUQHWDFFHVVDQGRQOLQHVHUYLFHVIDFHVLPLODUSUREOHPVWR
&63VUHJDUGLQJWKHODFNRIFRQWURORYHUWKHDFWLRQVRIWKHLUXVHUV´
28.

If it is asserted as a justification for extension of the safe harbours it is erroneous. Providers of
services that fall within all categories under the safe harbours (Categories A to D) exercise control, to
different degrees, over the activities of their users. In Cooper the Full Court found, unanimously, that
the host of the website had control over the presence of the links to the content files, the power to
prevent them from being accessed and the ability to take them down.31 Consistently with Article 41 of

29

See www.tio.com.au/aboutmembership/searchmembers.htm.

30

Roadshow F ilms Pty Ltd v iiNet Ltd (2011) 275 ALR 1 at [341]-[345] and [692]; Universal Music Australia Pty Ltd v Cooper (2005) 150
FCR 1 at [64]-[68].
31
Cooper v Universal Music Australia Pty Ltd [2006] FCAFC 187.
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the TRIPs Agreement, the AUSFTA was intended to provide legal incentives for service providers to
cooperate with copyright owners in deterring the unauthorised storage and transmission of copyright
PDWHULDOV´32

29.

What is more, the extension of the safe harbours to these providers necessarily involves a recognition
of their capacity to control user activity because they would immediately become subject to the
UHTXLUHPHQW WR ³DGRSW DQG LPSOHPHQW D SROLF\ RI WHUPLQDWLQJ WKH DFFRXQWV RI UHSHDW LQIULQJHUV LQ
DSSURSULDWH FLUFXPVWDQFHV´ V$+  WKH WDNH GRZQ UHJLPH WKDW DSSOLHV LQ UHVSHFW RI &DWHJRU\ '
activities; and the ability of a court to order termination of the subscriber account or disabling of
access to the linked content even if the safe harbour applied. The providers could only be seeking the
protection of the scheme if they were ready and willing to exercise control over what their users were
intending to do.

30.

All categories of providers already have the benefit of the defence under s112E, which is a defence to
liability, not just to forms of relief as is the case with the safe harbours under Div 2AA. That is, they
are not liable for authorising the infringing activities of users merely because the users have infringed
using their network. Section 112E is a powerful protection for all forms of online service providers,
LQFOXGLQJ OLEUDULHV DQG HGXFDWLRQDO LQVWLWXWLRQV 7KLV LV ³DQ DGGLWLRQDO´ SURWHFWLRQ EH\RQG WKH H[LVWLQJ
safe harbours, as will be apparent from the discussion below, that their counterparts do not have in
the United States or South Korea.

31.

Unless a new definition is crafted which specified a much narrower class of intermediaries, expansion
of the definition of service provider may cover intermediaries such as cyberlockers, peer-to-peer
trackers, and linking sites (among others) which operate solely, primarily, or specifically to facilitate
widespread copyright infringement.

32.

Extending the safe harbours may have other unintended consequences. There are already attempts
by at least one ISP33 to adopt a policy under the safe harbour scheme (s116AH) that unilaterally
impose a pre-requisite fee34 on any rights holder that notifies the ISP of infringements before it is
prepared to take any action as stipulated under s116AH. While this is contrary to the terms of the Act
DQG $XVWUDOLD¶V REOLJDWLRQV XQGHU WKH $86)7$  DQG ZLOO GLVTXDOLI\ WKDW ,63 IURm safe harbour
protection, it sets a very unfortunate precedent that could be exploited by a wider class of services
providers, such as those discussed in the para 29, if the safe harbour scheme were extended to them.

Differences between CSPs and other service providers
33.

CSPs are an appropriate class of person to be covered by the safe harbour regime because they are
regulated. They are required to be licensed under the Telecommunications Act and subject to the

32

Art 17.11(29).    

33

http://www.iinet.net.au/legal/notice%20of%20claimed%20infringement%20of%20copyright.pdf.

34

www.iinet.net.au/legal/notice-of-claimed-infringement-of-copyright-form.pdf.    
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terms imposed on its licence. They are subject to the jurisdiction of the Telecommunications Industry
Ombudsman (TIO) in relation to its dealings with customers or potential customers. CSPs are also
subject to regulatory oversight by ACMA and to the industry codes that are declared by ACMA.
Regulatory oversight is something lacking in relation to non-CSP service providers (and the opt-out
scheme proposed with the Consultation Paper is not an adequate substitute for regulation).
  

34.

7KHFRQVXOWDWLRQSDSHUUHIHUVWRWKH866FKHPHDQGLWVGHILQLWLRQRIµVHUYLFHSURYLGHUV¶ZKLFKLQFOXGHV
RSHUDWRUVRIµLQVWDQWPHVVDJLQJVHUYLFHV¶DQGµRQOLQHYHQGRUV¶7KDWLVDYHU\EURDGFODVVRISURYLGHUV
with a very different business model and operational structures. Currently they would be treated
differently under Australian copyright laws, for example an online vendor (Amazon or eBay) would be
GLUHFWO\ UHVSRQVLEOH IRU WKH VXSSO\ RI FRS\ULJKW LQIULQJLQJ SURGXFWV ZKHUHDV RWKHU SURYLGHUV¶ OLDELOLW\
would be indirect should they become aware of facts and circumstances rendering use of their
services infringing (search engines, social media sites etc). Each profit differently from the service and
would need to take different steps to avoid being liable. Treating all of these providers as if they were
a single type of business ignores these differences and creates other potential legal consequences
which would be inconsistent with the purpose of the safe harbours namely to provide incentives for
certain types of service providers to cooperate with copyright owners. Rights owners have elsewhere
recognised the need for these types of service providers to be subject to some form of regulation,
such as a code of practice which includes measures to ensure that they do not support the business
models of substantially infringing web sites and that they do not themselves profit from online
infringement. A code (such as provided for under 116AH) is necessary given that there may be little or
no utility for such service providers (such as social media networks or email providers such as
³KRWPDLO´ KDYLQJDSROLF\XQGHU$+DOORZLQJIRUWKHWHUPLQDWLRQRIUHSHDWLQIULQJHUVZKLFKZRXOG
invariably never be exercised (because of the mixture of services offered to the user) or never be
exercised effectively (because of the manner in which the services are offered to the users). These
considerations do not arise in the case of a carriage service provider.

35.

It is not as clear why other service providers should be given the same privileges. The case for doing
so has not been established. There has never been a case before the Australia courts that would
have been decided differently had the safe harbour scheme extended beyond the CSPs. The U.S.
experience does not support calls to widen the safe harbours without taking into account the need for
otKHU OHJLVODWLYH WRROV WR EH FRQVLGHUHG E\ WKH $WWRUQH\ *HQHUDO¶V 'HSDUWPHQW WR FRPEDW RQOLQH
infringement, such as the Protect IP Act and the Stop Online Piracy Act, which seek to ensure that
rogue service providers and operators cannot unfairly take advantage of any increased availability of
the safe harbours.

36.

The drafting definition appearing on the last page of the Consultation Paper, which provides for the
Attorney-General to exclude persons or classes of persons from the safe harbours, appears to
recognise that a distinction is appropriately drawn between classes of online providers. There are
risks associated with an opt-out approach. They are notoriously political and may never be exercised.
The history of Regulations under the Copyright Act has been highly idiosyncratic in recent years. This
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procedure also places considerable uncertainty around the process of copyright owners calling for
such a Regulation to be passed. No mechanism is provided for a review of the provision or the
reception of submissions to establish that such a person or class of persons ought be excluded from
the definition of service provider. By way of example, in the United States Isohunt argued that it was
merely a search engine and compared itself to Google.35 By the time the Regulation is implemented,
the damage may have been done to copyright owners and copyright industries.

37.

The case of educational institutions and libraries to be included within the safe harbours has not been
established. They have a privileged position under the Copyright Act and were the beneficiaries of a
range of measures, including preferential schemes for access to copyright works with no
compensation to copyright owners.36 They also have the benefit of the unconditional defence under
s112E. There has not been any litigation in Australia that has identified any material risks to those
sectors which would justify them being treated as if they were carriage service providers. This is likely
to be a reflection of the controls that those organisations already impose on the use of their internet
infrastructure which have proved effective in minimising online infringement emanating from their
users.

38.

There would also need to be a raft of textual and other amendments made to Div 2AA if the scheme
were expended be\RQGFDUULDJHVHUYLFHSURYLGHUV)RUH[DPSOHWKHGHILQLWLRQRI³ILQDQFLDOEHQHILW´LQ
V$+ ZKLFK PDNHV UHIHUHQFH WR WKH ³LQGXVWU\ SUDFWLFH LQ UHODWLRQ WR WKH FKDUJLQJ RI VHUYLFHV E\
carriage service providers, including charging based on the level of aFWLYLW\´6HUYLFHVSURYLGHUVVXFK
as P2P operators (MovieX37) and Australian based cyberlockers (eg. equivalents of the US based
Hotfile38) would presumably claim that they had a legitimate server space business or search engine
functionality that entitled them to safe harbour protection; despite its operations being funded by
infringement. Similarly, the special presumption of compliance with the scheme in favour of ISPs, set
out in s116AI.39 would be inappropriate if it was extended beyond regulated carriage service
providers.

35

$IILGDYLWRIRZQHURI,VRKXQW*DU\)XQJ³,QPDQ\ZD\VLVR+XQW is comparable to Google Search engine. At first glance, both search
engines are similar in appearance to the visitor. Neither requires accounts or subscriptions from users. At a general level both provide a
searchable database of information that are locations of desired files on the Internet. Google Search engine provides information on the
location of desired files. Not dissimilarly, the isoHunt Search Engine provides metadata (in the form of dot-torrent files) that provide, with
RQH³FOLFN´E\WKHXVHU the location of (Tracker)software that has information on where the desired files are. So isoHunt provides the first
piece of information that leads to the second piece of information(unconnected to isoHunt) that has the location of the desirHGILOHV´
http://isohunt.com/img/legal/Affidavit%20of%20Gary%20Fung%20No.1.pdf.
36
EM, pp 13-14.
37

http://afact.org.au/archive_pressreleases/pdf/2008/FEDERAL%20POLICE%20CHARGE%20ORGANISERS%20OF%20ILLEGAL.pdf
Disney Enterprises, Inc. et al v. Hotfile Corp. et al (1:11-cv-20427).

38

39

6HFWLRQ$,VWDWHV³ If a carriage service provider, in an action relating to this Division, point to evidence, as prescribed, that suggests
that the carriage service provider has complied with a condition, the court must presume, in the absence of evidence to the contrary, that the
carriage service provider has complied with the condition´
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Comparisons with other copyright laws
39.

The Consultation Paper cites three other jurisdictions that had implemented safe harbour schemes
that extent beyond carriage service providers; the United States, Singapore and Korea. Care needs to
be taken making narrow comparisons between the copyright laws of these countries and Australian
copyright law, because they are likely to obscure more fundamental differences that contribute to the
overall framework of liability attached to services providers in each jurisdiction. A proper comparison
would be one that takes into account the overall frameworks within each jurisdiction, including any
pending legislation, rather than trying to harmonise an individual provision. eg. the definition of service
provider.

US copyright law

40.

United States copyright law is very different from Australian copyright law. There is no statutory
recognition of the liability akin to authorisation; the law of contributory and vicarious liability is based
solely on common law principles developed by the US Courts from time to time.40 There is no
HTXLYDOHQWRI³DXWKRULVDWLRQ´XQGHUVRIWKH$XVWUDOLDQ&RS\ULJKW$FW1RULVWKHUHDQ\HTXLYDOHQWRI
the mandatory factors under s101(1A) of the Australian Act or the recognition of an industry code in s
101(1A)(c).

41.

The right of communication to the public in Australia is not replicated in the US scheme. This has a
significant impact on the way that copyright is protected in the two countries and the level of protection
afforded to copyright owners. Each of the occasions on which authorisation of online infringing
conduct has been considered (Cooper, Sharman and iiNet) have involved infringements of the right of
communication to the public by making available online. As indicated above, this right was
intentionally introduced in 2000 to put $XVWUDOLD DW ³WKH FXWWLQJ HGJH´ RI FRS\ULJKW HQIRUFHPHQW LQ
OHJLVODWLRQ LQWURGXFHG IRU WKH ³st &HQWXU\´ &DUULDJH VHUYLFH SURYLGHUV DUH QRW H[SRVHG WR ULVNV RI
infringing this right (as long as they do not determine the content of the communications).41

42.

The US scheme does not have an equivalent provision to s112E. Unlike the safe harbours in the US,
s112E is a complete defence to infringement and is not tied to any countervailing obligations on the
part of the provider to take steps to assist in enforcement. This defence is not limited to carriage
service providers.42 Any assessment of the relative need for expansion of the safe harbour provisions

40

Sony Corp. v. Universal City Studios, 464 U. S., at 434, cited with approval in MGM Studios, Inc. v. Grokster, Ltd. 545 U.S. 913 (2005).

41

Interestingly, the US safe harbours were introduced following the decision of the U.S. District Court in Religious Technology Centre v
Netcom )6XSSÜZKLFKKHOGWKDWZKHQDQLQWHUQHWVHUYLFHSURYLGHU³VHUYHVZLWKRXWKXPDQLQWHUYHQWLRQDVDSDVVLYHFRQGXLW for
FRS\ULJKWHGPDWHULDOLWLVQRWOLDEOHDVDGLUHFWLQIULQJHU´ HPSKDVLVDGGHG 
42

In Universal Music Australia Pty Ltd v Sharman License Holdings Ltd >@)&$DW:LOFR[-KHOGWKDWWKH³TXDOLI\LQJ
HOHPHQWV´RIV(DSSOLHGWR6KDUPDQDOWKRXJKKLV+RQRXUVXEVHTXHQWO\IRXQGWKDWWKHUHZHUHRWKHUIDFWRUVWKDWGLVTXDOLILHG Sharman
from reliance on the section.    
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needs to take into account the benefit that s112E provides under Australian law. The defence is
available to any provider that does no more than provide facilities on which infringement occurs.
Service providers that believe that this is the totality of their relationship to the infringements that
might take place on their services, will have the benefit of that defence under Australian law;
extending the safe harbour will not give them greater protection than they currently have.

43.

On the other hand, the US copyright system has features that are not replicated in Australia copyright
law. The most obvious is the administrative subpoena scheme available to copyright owners under
the US safe harbours to facilitate the expeditious access to contact details of a subscriber suspected
of engaging in copyright infringement without having to commence substantive proceedings to do
so.43 A rights holder is not required to pay a fee (other than to the Court issuing the subpoena) or
SURYLGH DQ LQGHPQLW\ IRU WKH ,63V FRVWV LQYROYHGLQ GLVFORVLQJ D VXEVFULEHU¶V GHWDLOV 7KH VXESRHQD
process was a key element in the balance struck by legislators between the rights of copyright owners
and the rights of service providers, including ISPs and is integral to the safe harbour framework.

44.

Australia did not adopt such a subpoena regime, despite the terms of Article 17.11(29)(xi).44 The
explanation for not doing so was said to be the availability of existing Court based processes, such as
an application for preliminary discovery under O 15A of the Federal Court Rules (now known as Div
7.3). This was not a good policy outcome at the time. No sensible comparison could be made
between the expeditious process of applying to a Registrar for the issuing of a subpoena and the
lengthy, costly and procedurally complex process of applying to a judge for an order under O 15A,
which may be contested. An ISP that claims to comply with the requirements of the safe harbours
could refuse to consent to production under O 15A; Australian ISPs have already done so. There is
no reason to expect that other service providers are likely to do the same.

45.

The US legal copyright framework is not static and is the subject of reform, as a result of deficiencies
identified in the DMCA and the safe harbour framework.45 Two very important bi-partisan pieces of
OHJLVODWLRQ DUH EHIRUH 86 OHJLVODWRUV 7KH ILUVW LV WKH ³3UHYHQWLQJ 5eal Online Threats to Economic
&UHDWLYLW\DQG7KHIWRI,QWHOOHFWXDO3URSHUW\$FW³ WKHPROTECT IP Act), which was introduced on May
12 2011.46 7KH %LOO LV GHVLJQHG WR GHWHU SUHYHQW DQG URRW RXW ³URJXH ZHEVLWHV´47 that profit from
trafficking in stolen content. The second bill is the Stop Online Piracy Act (the SOPA) (H.R. 3261),

43

See section 512(h) of the U.S. DMCA

44

:KLFKSURYLGHVWKDW³(DFK3DUW\VKDOOSURYLGHIRUDQDGPLQLVWUDWLYHRUMXGLFLDOSURFHGXUHHQDEOLQJFRS\ULJKWRZQHUVZKRKDYHgiven
effective notification of claimed infringement to obtain expeditiously from a service provider information in its possession identifying the
DOOHJHGLQIULQJHU´
45

An example is the highly technical decision of the US District of Columbia Circuit Court of Appeals in the Verizon case (Recording
Industry Association of America v Verizon Internet Services 351 F. 3d 1229 (D.C. Cir. 2003)) which deprived copyright owners of the
capacity to issue subpoenas under the DMCA for Category A activities, including P2P infringements.
46
http://www.gpo.gov/fdsys/pkg/BILLS-112s968rs/pdf/BILLS-112s968rs.pdf.
47

A URJXHZHEVLWHRU³LQWHUQHWVLWHGHGLFDWHGWRLQIULQJLQJDFWLYLW\´ ,6',$ LVGHILQHGDVDVLWHWKDW  KDVQRVLJQLILFDQW use other than
engaging in or facilitating copyright infringement, circumventing technology controlling access to copyrighted works, or selling or
promoting counterfeit goods or services; or (2) is designed, operated, or marketed and used to engage in such activities.    
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which was introduced October 26 2011.48 ,W DOVR IRFXVVHG RQ ³URJXH ZHEVLWHV´49 dedicated to
commercially benefitting from intellectual property infringement.
Korea

46.

Although the definition of online service provider is broader under the Korean copyright law and
carriage service provider under the Australia Act, there are far more stringent requirements imposed
on service providers under Korean law. Under the Korean Copyright Act 1989, amended in 2009 to
addresses online copyright infringement more broadly, the government may order an online service
provider to (1) warn an infringing subscriber; (2) delete or cease transmission of infringing copies; (3)
suspend the account of repeat infringers for up to six months; and (4) suspend a bulletin board
service for up to six months. Korean online service providers may be fined for non-compliance.

47.

Under the amended legislation, Korean online service providers must now also register with the
Korean Copyright Commission and to obtain and maintain a license they must prove they have
³HIIHFWLYH ILOWHULQJ V\VWHPV LQ SODFH´ ,I D .RUHDQ RQOLQH VHUYLFH SURYLGHUV UHFHLYHV PRUH WKDQ three
fines from the government under the Copyright Law, their business license is cancelled or not be
renewed. Further amendments allow for the Korean Communications Standards Commission to order
ISPs to block sites that infringe copyright.

Conclusion
48.

The existing scheme of the Copyright Act, including the Digital Agenda provisions and the safe
harbours under Div 2AA, were introduced as a package of reforms designed to maintain the balance
between the interests of copyright owners and those of users and other affected parties. Extending
the safe harbours to organisations such as educational institutions and libraries would also alter the
balance that was struck between their interests and those of copyright owners, when educational
institutions and libraries were given a range of benefits under the Digital Agenda reforms.50 Extending
the safe harbours to a range of service providers will change the balance struck in the Act between
rights holders and other parties. Carriage service providers were singled out for the additional
protection of the safe harbours because they were an identified (and regulated) class that could be
expected to cooperate with copyright owners to deter copyright infringements in return for the
protection of the safe harbour scheme. There is no compelling case for expansion of the scheme to
DQ XQGHILQHG DQG XQUHJXODWHG FODVV RI RSHUDWRU ZKLFK FRXOG LQFOXGH ³URJXH VLWHV´ VHH GLVFXVVLRQ
above). We have identified the risks of doing so above and these outweigh any case for expansion of
the class of beneficiaries of the safe harbours.

48

http://judiciary.house.gov/hearings/pdf/112%20HR%203261.pdf.
Defined as being sites primarily designed or operated for the purposes of, has only limited purposes other than, or is marketed by its
operators for Copyright or Trade Mark infringement.
49

50

Cf EM, pp 13-14.  
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49.

Narrow comparisons between the definitions of service provider under copyright laws of countries
such as the US and Korea fail to take account of the other differences between the existing legislative
schemes and continued developments since the safe harbours were introduced which affect the way
that the laws operate. Serious consideration should be given to Australia implementing reforms which
mirror those currently before legislators elsewhere51 or are already available in other jurisdictions.52
This will ensure that Australian copyright laws are kept up to date and allow the strategic economic
JRDOV RI JRYHUQPHQW DV SXW IRUZDUG LQ WKH  ³$XVWUDOLD¶V 'LJLWDO (FRQRP\ )XWXUH 'LUHFWLRQV´
paper.53

50.

Given these issues, and the complexities that will be involved in a change to the definition of service
provider, we believe that the appropriate course is for this issue (and other issues addressed in this
submission) to be the subject of full, open and consultative review, for example by the Australian Law
Reform Committee as part of its upcoming review of Australian copyright laws.
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e.g. The Protect IP Act and the Stop Online Piracy Act in the United States.

52

The UK 2011 case brought by the MPA against British Telecom to invoke Section 97A of the Copyright, and Patents Act to secure direct
action by BT to block the pirate website Newzbin2 which distributes content without permission on a commercial basis. See
http://britishcaselaw.co.uk/twentieth-century-fox-film-corporation-ors-v-british-telecommunications-plc-2011-ewhc-2714-ch-26-october2011
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